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The views eypressedn this acaderit reseach paperare those o the author(s) ard do
not reflect the dficial pdicy or position of the US government or the Deparment of
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Preface

In March 1992, the USAF pulished Air Force Manual 1-1, its curent version of
basic doctrine The manual did na mention the term information warfare. In the five
yeass sihce hat time, information warfare res receved a geat deal of atention in the
Depatment of Defense (DOD). Numerous magazine articles books, ard papes have
beenwritten within the DOD, the Joint Staff, the various Services ard caporate indudry.
The genera consensus is that information will play a critical and ever-increasing role in
how we, as a nation, paform military operations throughout the entire spectrum from
peace @ gereral war. Howewer, there is still much “fog” associated with the topic of
information warfare.

The USAF has deepy committed itself to information warfare. In 1993,it operedthe
Air Force Information Warfare Center, at Kelly AFB Texas, ard, in 1995, formed an
Information Warfare Sjuadon, at Shaw AFB South Camlina. Additionally, the Air Force
plars to creak an information warfare kettle laboratory with the msson to experiment,
test, exercise,and ewaluate new operational conceps ard systens for air ard spacepower.
To tie al of these diorts together, the Air Force is in the processof producing its first
official version of information warfare dactrine. The pupose d this reseach paperis to
arswer same fundanenal questons alout Air Force nformation warfare doctrine ard to

examine its usefulness to Air Force members.



AU/ACSC/97-0604C/97-03

Abstract

Is Air Force information warfare doctrine valualde or valueless? This reseach paper
arswess threefundanertal quesions about Air Force nformation warfare dcctrine. Frst,
why do we need Ar Force nformation warfare dactrine? Secand, what is the satus d
Air Force information warfare doctrine? Third, at this time, how usetil is Air Force
information warfare doctrine for todays Air Force? To best arswerthese questns, this
reseach paperexanines te aigin of Air Force information warfare doctrine in relation to
information warfare theary ard expelierce, the shtus d Air Force nformation warfare
doctrine in comparison to sister sewvice aml joint information warfare dactrine, ard the
neartemm usetilness d Air Force nformation warfare dcctrine to Air Force members.
The auhor concludes hat the Air Force reeds ¢ puldish its information warfare doctrine
assoon as posshle to help reduce he “fog” assaiated wih this topic ard to gererate

further discussion and development of the concepts and guidance in this critical area.
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Chapter 1

Intr oduction

Oneof the bur major trendsseen by & University in “Air Force 2025”
is that “influence inceasngly will be exeted by inbrmation moe than by
bombs’ In “Joint Vison 2010, the Joint Chiefs of Staf specily the
central operational conceptof the uture—the one fom which the othes
will flow—to be information superiority

—John T. Correll
“Warfare in the Information Age”
Air Force Magazine

Accading to the National Secuty Strategy the secuty of America’s pele,
territory, ard way of life, must be protecied! Consequetly, the Urited States is to
remain ergaged m the wald ard to edarge he canmunity of secug, free market ard
denocratic nations> The stategy's three cetral goals ae “to erhance air secuity with
military forces that are ready to fight and with effective representation abroad, to bolster
America’s ecaomic revitaization, ard to promote denocracy alroad”® The National

Security Strategfurther states:

The energerce d the information ard techhology age presems new
challenges b U.S. strategy even as t offers extraardinary oppartunities to
build a beter future. This techndogy revolution brings our world doser
together asinformation, money ard ideas rve around the gbbe atrecad
speed;but it also makes pasble for the violerce d terrorism orgarized
crime ard drug trafficking to challenge the secuity of our borders ard that
of our citizens in new ways.



In orderto achieve the retional secuity strategy of ergagenent ard erargenert, the
National Military Strategy calls for flexible and selective engagement of US military
power to asure the nation's security.” The three camponerts of this strategy are
“peaceime ergagenent, deterrence aml canflict prevertion, ard fighting ard winning our
Nation's wars.”® The drategy states that, in war, US military forces will follow several
principles, one of which is “help daminate canbat operations by winning the information
war”’ Why? Because wdem recanaissame, intelligence collection and analysis, and
high speed daa processing and transmission greatly enhance our ability to dominate
warfare® As the National Miitary Strategy siates, “We must assue that this leverage
works for us and against our adversarfes.”

In Joint Msion 2010,America’s Military: Prepaiting For Tomorow, the Crairman
of the Joint Chiefs of Staff detailed his vision for the future of US military forces. Joint
Vision 2010 is‘the conceptud template for how America’'s Armed Forces will channel the
vitality and innovation of our people and leverage technological opportunities to achieve
new levels of effectiveness in joint warfighting.”'® The \ision idertifies bur operational
concepts:  dominant maneuver, precision engagement, full dimensional protection, and
focused logistics' One vital aspect of the vision is the acknowledgment that:

We must have information supeiority: the capability to collect, process,
ard dissenmate anunnterrupted fow of information while exploiting or

denying an adversary’s ability to do the same.  Information superiority will
require both offensive and defensive information warfare.

An illustration in Joint Msion 2010 depits the four operational conceps flowing

from information superiority and resulting in massed effécts.



In addition to Joint \ison 2010,C4l for the Warrior continues as tie erduring
command, control, communications, computer, and intelligence (C4l1) vision of the Joint
Chiefs of Staff. Started in 1992,“C4l for the Warrior is a unfying canceptthat bringsto
the warrior an accuete ard complete picture d the lettle spacetimely ard detiled
missbn objectves, ard the ckaestview o the targets”™* The 1995 pogress report on
this vision idertified the giowing importance d information warfare (W), stating, “The
use ¢ advanced nformation systens ard our increasing depemlerce on these systens
leads to an increase in our vulnerability to adversary information warfare. 1W is a warfare
area deiined by the target setof information, information basedprocessesard information
systens. W focuses a affecing anadwersary’'s information ervironmert while defending
our own.™

Additionally, the Ocbber 1996 upda¢ to the Air Force Executive Guidance
idertified he cae competercies d the USAF, one d which is information superority.
The dacunent states hat information superority was te first core misson of the Air
Force. This missbn was nitialy accanplished as ‘eaty balloons and airplanes becane
spotters for Army commanders who were attempting to gan information to improve their
deciions o the krttlefield ard gan adwentage aover anadwersary.”*® The Secretary of the
Air Force sttes, “Information is power. In todays turbulert international environmert,
knowledge d world eerts ard secue information architectures ae cucid if crisesare to
be averted or respondedto quickly.”*’ Emphasizing this pasition, the Chief of Staff of the
Air Force stated, “Dominating the information spectum is as citical now as @cupyng

the land or controlling the air has been in the pést.”



In November 1996,the Secetary of the Air Force aml the Chief of Staff of the Air
Force urveiled the rew vision staterrert for the USAF, Global Engagement:A Vision for
the 214 Century Air Force. “At the heart of Global Engagement is its commitment to
fully integrate air ard spaceinto all Air Force gefations ard throughout its cuture”*
This vision is an outgrowth of the National Secuty Strategyard Joint Msion 2010. It
places he Air Force n a paition “to operate as adgamwithin a pint teamto meet the
needs 6 the retion in the first quater of the 21stcertury.”® Orce agai, information
supeiority is listed as me d the cae competercies d the Air Force. Whenreferring to
information supeiority, Global Engagementstates, “In no other area & the paceard
extent of technological charge as geat as n the ream of information....Information
Opeations, and Information Warfare (IW) in paticular, will grow in importance during
the 21st century?®

Finally, in C4l Horizon ‘95, A Vision for the Future, the Air Force dertifies ts C4l
vision as “Instant availabilit y—to al milit ary people and activities—of any information
required for the execuion of their missbn.”?*> C4l Horizon ‘95 further states, “The war
fighter in the 214 century must have unequivocal stuational awareness. Such capability
denmands information dominarce n the lettle space ah secue, reliable, ard timely
avallability of al-source information for decison making. Exploitation and optimization
of information techology are paemount to acheving this dominarce ard information
operations will be the vehicle to achieve and sustain that purpose.”

This brief review clearly reveals how critical the military regards information
dominarce for future successn waifare. More spediicaly, information operations arnd

information warfare phy an ewer-increasng role in the Air Force efecively paticipatng



in military operations and, ultimately, in protecting the nation’s security. But there are
fundanmental questons. Frst, what exacty is information warfare? Secand, does te Air
Force have or needinformation warfare doctrine, ard, if sg why? HFnaly, what is the
status of Air Force nformation warfare dcctrine ard how usetll is the curent Air Force
information warfare doctrine? To best arswer these quesbns, this reseach paperwill
examne the aigin of Air Force nformation warfare dactrine in relation to information
warfare theary ard experierce, the shtus d Air Force nformation warfare dactrine in
comparison to sster service and joint information warfare doctrine, and the immediate
usetfilness d Air Force nformation warfare dactrine to Air Force members. Althoughnot
officially puHished, Air Force Dcatrine Docunment (AFDD) 5, Information \Warfare,
October 1996, s=cand draft, consolidates Air Force thinking atbout information warfare

doctrine into a single document and is used for the assessment in this research paper.
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Chapter 2

The Needfor Air Force Information Warf are Doctrin e

Thoe who are posessed of a defnitive body of doctine and deeply
rootedconvictionsbasd upon it,wll be in a much bettepostion to deal
with the $ifts and sirprises of daily affairs, than those who are merly
taking short views, and indulging theirnatural impulses as they ae
evoked by what they read from day to day.

—Sir Winston Churchill
Before we assess ik Force nformation warfare dactrine, we reed b arswer sane
fundanmenal quesions. Frst, what is information warfare am, secand, what is doctrine

and what are its basic uses?

What is Information Warfare?

As seenin the slort review d the literature in the ntroducton, the term information
warfare is widely used, but is it widely understood? The November 1995 USA Fact
Sheet Information Warfare, correcly assets, “There are many views o what constitutes
information warfare.”

For exanple, in the 1995Cornerstonesof Information Warfare, the Air Force deined
information warfare as:

Any action to dery, exploit, corrupt, or destoy the erenmy’s information

ard its functions; protecing ourselves aganst those actons; ard exploiting
our own military functions?



To better understand this defnition, the dacunment deined information as “dat ard

»3

instructions.”” It then ddined an information function as “any activity involving the

acquisition, transmission, storage, or transformation of information.”* Finally, it defined a
military information function as “any information function suppating ard erhancing the
employment of military forces”® The dacument also deined information operations as
“any acion involving the acquéition, trarsmssbn, storage, or trarsformation of
information that enhances the employment of military fores.”

A yearlater, in the Ocbber 1996 dait of AFDD 5, the Air Force deined information

warfare as:

Action taken within the information environment to deny, exploit, corrupt,
destroy, or assure information viability.

Shifting to arother peispecive, CICS Instruction 321001, Joint Information Warfare
Policy, 2 January 1996, defined information warfare as:

Actions taken to achieve information superority by affecing adwersary
information, information-based pocesses, information systens, ard
computer based nretworks while defending one’s own information,
information-based processes,information systens am camputer-based
networks®

From yet arother peispecive, the Army pulished FHeld Manual (FM) 1006,
Information Opeations in Augug 1996. In contrast with the Air Force aml DOD, FM

100-6 states:

The Army, recagnizing that IW as curently deined by DOD is more
narrowly focused @ the impact of information during acual conflict, has
chosento take a sanewhat broader appoachto the impactof information

on ground operations ard ad@ted the term information operations. The
Army adgted this broader appioach to recagnize that information issues
permeate the full range of military operations (beyond just the traditional

context of warfare) from peacethrough global war. 10 implement the IW

policy for the land component commander.



In the 1996 tudy, Strategic Information Warfare, A New Face of War, RAND
Corporation reseachers cacluded, “We recaynize that for same time the term
information warfare in common usage will have no more than a general meaning, and one
that is recaynized b be inescapaly dynamic. Information warfare...is ata muchtoo eaty
stage ¢ dewopmert or renewal to attempt to forge an agreed deinition for the
concept.*®

In April 1996, the Dint Doctrine Working Paty appioved the project to produce
Joint Pub 3-13, Joint Doctine br Information Warfare.* The first draft of this joint
pulication was just released dr coordination by the CINCs, Services, ard Jant Staff.
Interestingly, the title of the first draft was changed from Joint Dodrine for Information
Warfare to Joint Doctine or Information Opeations The pullicaton proposes the
following definitions:

Information Opemtions. Actions takento affect adwersary information ard
information systems while deending one's own information and
information systems.

Information Warfare: Information operations conducted duting times o

crisis or conflict to acheve or promote spedic dbjectves over a speciic
adversary or adversari&s.

The intent is to make a distinction between information operations and information
warfare, with information warfare being a subet of information operations, conducted
during times of crisis or conflict.

Obviously, the denition of information warfare has keenin a sate of flux. Jant Pub
3-13, when finally published, will go along way toward establishing a firmer definition and
clanfying the rotions o information operations ard information warfare. Howewer, why

has a definition of information warfare beenso elusve? The arswer to this queston is



found in one’s perspecive ard the implicaions amd ramificatons of ary proposed

definition. In 1995, General Fogleman astutely observed:
Information warfare is not the exlusive damain of the Air Force, or ary
other service. | think information warfare has different meanings to a
soldier, sailor, Marine or arman. For instance, the soldier’s focus may be
on what happers at the caps kvel ard below. The sdior's am the
Marine' s focusis on the maritime and littoral regions. At the sametime, an
airmans focus s theaer-wide, from the front lines b the adwersary’s
captol. You begin to see lbw IW covers the erire battlefield. But,
because bthese drergert views anl unique reeds,| think it’s critical that
all services come to grips with and develop capabilit ies for their respective
mediums of operations—that is land, sea and air. Then, it falls to the joint

force conmander, or the regional commanderin-chief, to integrate these
capabilities to accomplish the missidn.”

Just as mportant as @e’s pespecive ae the implicatons ard ramifications
asseiated wih the nmeanng of information warfare. As seenin the introducton to this
paper most would agee that information ard information-based echology plays a
critical and ever-increasing role in military operations. With the rapid advancements in
information-based technology, the potential exists to dramatically improve military
capabilities by exploiting the power of information in military operations. Some of the
issues lat quickly arise ae what acivities dees nformation warfare include,who should
be involved in information warfare, who has what responsibilit ies in information warfare,
what limit ations are there, if any, on information warfare, and a host of other issues. How
theseissuesare handled dbviously influerces he demnition of information warfare ardl the
resulting doctrine.

Hoping to clarify these ypes d issuesthe Jont Staff recenly pulished the brochure,
Information Warfare, A Strategy br Peace..The Decisve Elge in War, to “outline basic

IW concepts and summaize ongoing initiatives implementing these concepts.”™* It

10



provides a cacise syopss of information warfare: “IW is an amalgam of warfighting
capabilities integrated into a CINC's theater campagn drategy and applied across the
range of military operations and dl levels of war.”*> Further, the dacument states hat
“building information warfare means merging traditionally separate disciplines’ such as
intelligence, decepion, computer secuity, counter intelligence, courter psychological
operations (PSYOP), network managenent, electonic warfare, operations secuity,
PSYOP, information attack, public affairs, counter deception, and physical decéption.

In a recen article in Airpower Joumal, Major Richard C. Aldrich states, “Information
warfare is believed by many to be the means by which the next ‘big” war will be fought
and, more importantly, the means by which future wars will be won. The term itself is
ernigmatic, enbracng canceps as od as waritsef ard as mw as te latest technology.
The recert meteoric rise n prominerce d the caicept is inextricaldy linked b the
dramatic advancesin communicatons tecmology ard information systernrs, spediicaly the
computer.’

Despte al of the atention given to information warfare, there are critics who
conclude that the rhetoric may be more hype than sulstance. One proponert of this
viewpdnt, Martin C Libicki, summarizes in his 1995 ok, What is Information
Warfare?:

First, almost cettainly there is less b information warfare than mees the
eye. Althoughinformation systens ae kecaning more important, they are
also becaming more dispesed ard, if prepaed, can easly became
redurdant....Second, information warfare has no business beng consdered
as a igle caegay of opermtions. Of the seen types of information
warfare presened here, two—information blockade ad cyberwarfare—are
notional ard the third—hackerwarfare—athough a real acivity, is grossy

exaggeeted as an elenert of war viewed as placy by other
mears.... Third, most of what U.S. forces canusetilly do in information

11



warfare will be ddensve, rather than offensve. Much that is labeled
information warfare is dmply not doable—at least under rules of
engagement the United States will lik ely observe for the foreseeale
future!®

The intent here is to provide a general impression about some of the current thinking
on the sulpect Cleaty, there is a furry of acivity occuring in this area. Thisis the direct
result of the importance with which the military, including the Air Force, views
information warfare. Since t is sosignificart, the Air Force reedsto produceguidarce on
how to best go alout conducting information warfare. This leads ® the quesbn, what is

doctrine and what are its basic uses?

What is Doctrine?

Although courtless lboks ard aticles fave beenwritten on the sulpect, pethapsthe
best starting pant to arswer this quesion is to examne curent USAF doctrine, that is,
AFM 1-1, daied March 1992. In the foreword to the manual, former Chief of Staff of the
Air Force, General Merrill A. McPeak, dates, “This manud is one of the most important
docunents ever pulished by the Urited Sates Ar Force. Doctrine is important because
it provides the framework for understanding how to apply military power. It is what
history has taught usworks in war, aswel aswhat doesnot.”*® Further, the introdudion
to AFM 1-1 states:

Aerospacedoctrine is, simply defned, what we told true alout aeospace
power ard the best way to do the job in the Air Force. It is based m
expetierce,our own ard that of others. Doctrine is what we leamned alout
aeiospace pwer ard its appicaton since he dawn of powered
flight.... Thus doctrine is a gude Pr the eercise of professional judgrnent
rather than a set of rules to be followed blindly. It is the starting point for

sdving cantenporary problems. Doctrine is also a stardard aganst which
to measue aur efforts....Doctrine stould be aive—growing, ewlving, ard

12



maturing....If we alow our thinking alout aeospace paver to stagrete,
our doctrine can become dogffia.

The glossary to AFM 1-1 states that basic doctrine “provides broad, erduring

guidarce which should be used wien decding how Air Force forces sbuld be orgarzed,

trained, equipped, employed, and sustaiffed”

Additionally, Gereral Fogleman expards a these lasic thoughts in his recen atticle

on doctrine inAirpowerJournal He asserts:

Air Force datrine should provide anintegrating framewark to tie together
the various elerrerts of the Air Force eam to slow how these etneris
work together, ard to provide he hesis for integrating airpower with other
forms of combat power in joint operations. While doctrine canbe usetil in
intellectud debates and can provide a valid input for future programming,
its primary pumpaose should be to guide war fighting and military operations
other than war....The ultimate goal of our doctrine should be the
dewvelopmert of an armans perspecive o joint warfare ard national
secuity issues—at just anong gererals, but anong al arrmen in all
specialties?

For pumposes @ this reseach paperon Air Force nformation warfare dactrine, what

can we gkan from these deas abut doctrine? Based a AFM 1-1 ard Gererd

Foglemarni s recen thoughts alout doctrine, here are sane basic characteristics of and uses

for doctrine:

abrowbdPE

= © 0N

Provides the framework for understanding how to apply military power
Based on experience throughout history

Generally speaking, the best way to do the job

A guide rather than a strict set of rules

Starting pant for solving present day problems ard the g¢ardard for measiring
efforts

. Should be dynamic rather than static
. The basis for organizing, training, equipping, employing, and sustaining forces
. Defines relationships with other elements of the Air Force

. Basis for integration with the “joint” team

O Guides actions throughout the entire spectrum of military operations

13



These tiens canbe grouped nto three voad catgaies arl appied to the issueof Air
Force information warfare doctrine:
1. Fundamental concepts and ideas about information warfare
2. Relationships ddfined within the Air Force and for joint and multinational
operations, providing the basis for organzing, training, equpping, enploying, ard
sustaining forces
3. Guidelnes,based m experierce, since much of information warfare is not new, on

how to condud information warfare throughout the entire spectrum of military
operations.

We should expectthe dficial iteration of Air Force nformation warfare dactrine to
contain these essential “ingredients.”

To sunmarize, the queson is why do we reed Ar Force nformation warfare
doctrine? Despte the lack of a canmon defnition for information warfare, it is clearthat
many conceps and discplines hat have existed for certuries ae merging with the latest
technological innovations o creae a clarnge n warfare. The best short arswer to the
gueston, why do we reed Ar Force nformation warfare dactrine, is found in the qude by
Sir Winston Churchill at the beginning of this chapter. In essence, pulishing Air Force
information warfare datrine forces he USAF to more fully addessthe sulect of
information warfare am to hopefully provide sdid gudarce b conduct information
warfare in a nethodical ard controlled manner, rather than potentialy in a haphazad ard

impulsive manner.
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Chapter 3

The Fundamentals

When Basic Aerospace Dogaine ofthe United States Air Force was last
published,in March 1992,it did noteveninclude‘informationwarfare’ in
the Prty-page glosary. The clogg it cameto recogniing information
warfare wasto list surveillance,reconnaisance,and electonic combat as
‘force enhancementnissions Since thenthe conceptualuniverse has
shifted.

—John T. Correll,
“Warfare in the Information Age”
Air Force Magazine

As gtated in the introduction to this pgoer, the second draft of AFDD 5 provides the
basis for examning the usefiiness d Air Force nformation warfare dactrine in the next
three claptrs. The first area b examine is the fundanerta conceps ard ideasalout
information warfare.

The foreword to the draft AFDD 5 sets the stage for this discussion:

Information has long been an integral component of warfare. Human
competition necesdetes knowing one’s adwrsary, affecing opponents’
perceptions, and safe-guading senstive information.  History is replete
with exanples of how important information has keen in pditical ard
military sruggkes—from the ealiest battles desribed in the Bpic of
Gilganmeshto current operations in Bosnia. Information warfare (1W)—the
exploitation of aninformation advantage ower anadversary—has raisedthe
importance of information in successful military operations to a crudal
level.

IW is not platform depewert. It is not anoperation or amisson. Nor isit
confined to a paticular degree of hogtilities on the spectrum o military
operations. The fundanertals of IW—attacking anoppaonent’s information

16



while achieving friendly information assurance—have not changed through
time. What has ctarged s the nmears d affecing the adersary’s

perception and will. ~ Additionally, today’s information environment
presents inherent capabilities and liabilities to friendly forces heretofore
unknown?

In paticular, Chapter 2 o the daft AFDD 5 defines basic terminology ard lays the
concepual foundaton for the remainder of the dactrine docunent. Of patticular interest
in that chapter is a diagram illustrating the prominent information warfare activities. The

diagram shows the overarching canceptof information warfare am breaks i down into its

components.

‘ INFORMATION ’
WARFARE

COUNTERINFORMATION

‘ INFORMATION ASSURANCE

INFORMATION
ENHANCEMENT

INFORMATION
PROTECT

PSYOP Military EW
Decepion
INF
Counter- Information
intelli gence Attack Intdligence

Recce &
Surveillance,

Nav &

—(Public Affairs
OPSEC

COMSEC

COMPUSEC

Figure 1. Prominent Information Warfare Activities
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The two mgor areas uder information warfare ae caunterinformation ard
information assurance.  Counterinformation corresponds to the familiar Air Force
doctrinal conceps of counterair ard caunterspace. In the sane way, counterinformation
seeksto “creae anenvironmert where friendly forces canconduct operations with same
degree of freedom of action, while smultaneoudy denying the adversary the ability to
conduct those operations against friendly forées.”

There ae seera areas & Air Force gerations that seekto dery, exploit, corrupt, or
destoy anadwersary’'s information ard its functions: psychological operations (PSYOP),
military decepton, electronic warfare (EW), information atack, ard caunterintellig ence.
Some of these agas ae rot new ard have been pefformed by the Air Force since its
inception. However, the conceptud shift here is that these areas will be fused into the
overarching “umbrella” of information warfare. By ushg the various componerts in
concett with eachother, military information operations can produce synergistic effects
beyond their individual capabilities.

Onre aea n paticular, information atack, indicates te needfor a way to exploit the
vulnerability of modern day information systems. According to the AFDD, “information
attack erwompasses autities taken to manipulate a destoy an adwersary’s information

nd

without visibly changing the physical entity within which it resdes.”” For exanple, such
operations would manipulate data bases wirch canlead b the use 6incorrectinformation
by erenmy decsion makers. This could resuk in a bss d confiderce n their information

systens a, more significartly, in detimental consequeres @ the battlefield. Obviously,

legal considerations must be kept in mind when conducting information attack.
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The aher mgjor area umler information warfare is information assuance, consisting
of “measuesto erhance aml protect friendly information ard functions”® This area &
broken down into information erhancenert ard information protecion. “Information
erhancenert, the aganzed retwork of information functions that erhance force
enployment, is critical to todays global ergagenent requirements. Information
protection, desgned © safeguad equpment ard information, can prohibit unintentional

ard urwarted Elease © information.”®

It's interesting to rote that information
enhancement includes command and control, intelligence, reconnaissance and surveillance
operations, precsion navigation ard pacsitioning, pulic affairs, and legal considerations.
Information protection includes mformation secuity, communicaions secuity, computer
secuity, ard operations secuity. “Information protect acivities accur within the context
of four interrelated processes:information environmert secuity, atack detecton, attack
response, and capability restoration.”” Agai, most of these agas a@ rot new areas @
operations. Howewer, by merging theseefforts under information warfare, information
can be used to increase military capabilities and gain an advantage over an adversary.
Although AFDD 5 does povide anoverarching cancepual framewark for Air Force
information warfare goerations, it is lacking in same areas. Frst, the daft Air Force
doctrine document needsto clarify the dstinction deweloping in joint doctrine between
information operations ard information warfare. Currently, the diaft docunment does not
define information operations. In the case bthe Air Force, the term information warfare
connotes that althoughwe, as a ation, may be in a sate d peaceary acivity conducted

in the information dimension is included under the broad heading of information warfare.

This presents a patential problem when conduding military operations in an environment
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other thanwar. By usig the term information warfare exclusively ard not providing for a
less provocative term, when not a war, dlies, coalition patners, government agencies,
non-governmental orgarizatons, ard athers caninterpret acivities termed asinformation
warfare as having me type of hogtile intent. Obvioudy, in this type of environment, this
could very eadly result in counterproducive atitudes ard, consequerly,
courterproducive actons. For exanple, when working with non-governmental
organizations and private voluntary organizations during joint operations, joint doctrine
wams aganst conveying the impresson to these eganzaions that they are just arother
source of intelligence. Rather, they should be treated as patners who choose to share
information to help achieve mutudly agreed upan gaoals.? In similar fashion, the Air Force
needsto develop terminology to meke critical distinctions in their information activities so
as ot to produce umtended efects. Ore smple sdution is to make the dstinction that
draft Joint Pub 3-13 and FM 1006 ar neking alout information operations ard
information warfare.

Secand, the document could be improved by exparding on the information
ervironment presert in the wald today. For exanple, draft Joint Pub3-13 dicusses the
various information infrastuctures that are insepaably linked bgether. It states, “Open
ard interconnected systens are calescing into a rapidly exparding global information
infrastructure (GlI) that enfolds the US National Information Infrastructure (NII) and the
DOD Defense Information Infrastructure (DI1).”° This is a sgrificant point for military
actvities in that the DIl is deepy enmbedded n the NIl. For instarce,the DIl relies heavly
on national telecommunications networks, a variety of information daabases, and satellit e

communications networks. This reliance has dramatic implications for the military.
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Milit ary operations are vulnerable to disruptions in the NII, creating the need to work with
government agermies an industy to protect aganst atacks @ these systens. To
highlight this paint, a 1996 Ar Command ard Stff College reseacch paperidertified the
following statistics “The Defense Information Systens Agercy reported that in 1994
there wee 238 eported breakins to DOD sstens resulting in data and software
degruction/modificaion. Testing over 8900 canputer hosts showed 88%of unclassified
DOD camputers were peretrated wih 96% of the pemtrations undetected by the host.
Of those deected, 95% were urreported. Widely acceped esimates indicate over 90%
of DOD information trarsits commercial information paths; combine this with increagd
availability of computer ‘weaponry’ to the masses, and the need for appropriate defensive
measues B obvious”™ Air Force members reed b understand these mterrelationships
and the vulnerabilities inherent in the integration of these infrastructures.

Third, the Air Force datrine document also needs ¢ include a discussin alout
information warfare dyjectves atthe stategic, operational, ard tacical levels. For
instarce, draft Jant Pub 3-13 shtes, “The human ard assaiated decsion-making
processes a the ulimate target for offensive 10. Offensive IO are enployed as an
integrating srategy that orchestrates varied disciplines and capabilities into a coherent,
seanfess pan to achieve spedic objectves’™ This stould include suchobjecives as
deter war, affectinfragructure, disrupt WMD program, suppat peace perations, expose
ereny decepion, decapiate erenmy NCA ard military commanders from forces,
disintegrate integrated ar defense system ard destoy or degade actcal command ard

control*?
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Fourth, Air Force nformation warfare dactrine should ako include such areas as
physical secuity ard network managenent, including their respecive deinitions ard
desciptions of their areas @ operations. For exanple, the BaseNetwork Control Certer
conceptis taking on increasedsignificarce in the Air Force. This not only alows Air
Force bases to improve their ability to detect information attacks being conduded against
Air Force information asses, but also to dewelop better measues br delending aganst
such attacks.

Overall, thoughthe diaft Air Force nformation warfare dactrine document idertifies
ard explains fundanertal conceps ard ideas abut information warfare, there are areas
for improvement. Air Force information warfare dactrine needs ¢ provide a nore
complete picture of the information ervironmernt ard meke \ital distinctions conceming
the terminology used © descibe information acivities throughout the ertire spectum of

military operations.
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Chapter 4

The Relationships

IW is a reality today and in thduture; it impactssocieties govenments
and the range of military operations, and all levels of war.

—The Joint Staff
Information Warfare, A Strategy for Peace....The Decisive Edge in War

Chapters 3 through 6 of the second draft of AFDD 5 identify relationships within the
Air Force and also for joint or mutinational operations. In paticular, the primary entities
mentioned in the dacument are the Air Force Information Warfare Cener (AFIWC), the
Information Warfare Squadon (IWS), the Air Force Canputer Emergercy Respase
Team (AFCERT), and the information warfare coordination cells.

“The AFCERT was esiblished as he sngle paint of contact in the Air Force fr
reporting and handling computer security incidents and vulnerabilities. The AFCERT,
consisting of Air Force Information Warfare Center (AFIWC) personnel, will coordinate
the tecical resaurcesof AFIWC to assessaralyze, ard provide caintermeasues br
computer security incidents and vulnerabilities reported by Air Force computer users,

secuity managers, ard system managers.”*

As pat of the information protect aspectof
information warfare, the draft document descibes aprocessfor base Computer Secuiity
Officers to report Air Force camputer secuity inciderts through the Mapr Command

(MAJCOM) Computer System Secuity Mansger (MCCSSMM) to the AFCERT. The
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purpose of this proces is to “ensure MAJCOM operational ard suppat systens are fully
capalte of meeing the dbjecives setforth in applcade missbn statenerts, operation

plars, ard other petinert requirements documents.”?

The Information Warfare Squadon,
edablished in 1995, “provides smilar suppat amd srvicesto in-theaer forces as the
AFCERT does n the catinertal US....The IWS depbys augrerntation forces b the
theater to support IP operatioris.”

Additionally, information waifare relationships are necessar for joint ard
multinational operations. “The key to successful information warfare is its integration
throughout the plaming, execuing, ard terminating phases 6 al joint ard multinational
operations. This requires cardination betweenal in-theaer operatons....The JFACC
maintains awareness of an adversary’s information infrastructure, capabilities, and
operations through an IW cel within the ar operations cerier (AOC) compaosed of W
planners and liaison peasonne. A notiona IW cell may include military decepion,
PSY OP, information protect, intellig ence, information attack experts, counterintellig ence,

"4 The information warfare cel

EW, ar operations, ard other expettise deened necessay.
dewelops nformation warfare stategies au mekes trget recanmendaions as necessar
for strategic atack aml interdiction. For strategic atack, this may include Voice of
America television broadcass to influerce pulic suppat for a keaderard weakenthe
national will to engagein conflict. For interdiction, this may includeinformation attack to
“manpulate ereny information direcing follow on troops nto a theater of operations ard

serd troops to amother locaion. Databases cald ako be corrupted, resuking in

misallocation of supplies and material.”
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On a broader national level, Air Force nformation warfare asstarce nay be
provided to law enforcement agencies (LEAS). “In the case of attacks aganst military and
civilian information systems through the INTERNET, the military may provide assistance
to LEAs under certain conditions. Detection of information system intrusons may occur
as collateral information obtained by the military in conjunction with information
protecion programs. This information may be shared wih LEAs when necessar to
protect critical civilian property and functions. In the event of a civil disaster that may
endanger normal governmental fundions, the federal government, applying emergency
authority, may use military capabilities to deermine papetrators motives and means of
system intrusion®

The draft doctrine docuent, howewver, has same glaring omissons. Frst, ard most
importantly, the document doesnot have an orgarizational chart to idertify key Air Force
information warfare organizations, entities, and units, and their respective responsibilit ies.
The doctrine would be much cleaser if it included his information. For exanple, the 1996
Air Command ard Staff College research paper Does he Ar Force Need rformaiton
Warfare Units?, providesan excelent sunmary of the various Ar Force aganzations
specficaly involved n information warfare actvities. This includes Headquaters Air
Force Plars and Opeiations (XO) direcborate (he desgnated kad agenfor information
warfare within the Air Force), certain offic es within the Intelligence, Communications, and
Acquisition directorates, Air Intelligence Agency (with the mission to provide multi-
source intelligence produds, applications, services, and resources in the area of
information warfare/command ard caontrol warfare (W/C2W), secuity, acqusition,

foreign weapms sytens am techology, ard treay monitoring), the Natonal Air
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Intelligence Center (NAIC) under AIA (can provide the war fighter a concise information
package tallored to meet a threat), 67t Intelligence Wing (managing the Air Force's
planning of dl- source intellig ence, information warfare, and security suppat), ard nore.’
Obviously, the recen reorgarization of the Air Staff has clarged saone of the spedic
offices. Howewer, the point here is that an organizaiona chart, including a lrief
explaration of the aganzaton's role ard the sippat that canbe provided b other Air
Force units would add immeasurably to the final doctrine document.

Also, the draft docunent fails to idertify same key orgarizations that the Air Force
must work with to conduct information warfare. First, the Defense Information Systens
Agercy (DISA) ersures neasues ae faken to protect the Deknse Information
Infrastructure. DISA is aso responsible for minimizing duplication of effort in this area
thought the DOD. Therefore, Air Force members caninterface wih DISA on information
protection issues. Secand, the Natonal Secuity Agercy provides nformation systens
secuity techology, products, ard sewices b help protect aganst hostile information
warfare.  Third, the relationship between Air Force MAJCOMs is limited amost
exclusively to computer secuity. Agan, information warfare ercompasses mch more
thanthis one ekment ard the relationshps in the rumerous other operational areasshould
be identified and described.

Overall, the diaft Air Force nformation warfare dcactrine document idertifies several
key relationships for information warfare activities, within the Air Force and for joint and
multinational operations, and briefly describes the organizational structure required to
conduct information warfare. The daument needs ¢ add anorgarnzaional chart ard to

includesame key national-level orgarizatons that Air Force nembers canexpectto work
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with during their daly information warfare operations. Finally, the pubished doctrine
need to further describe the relationships within and betweenMA JCCMs, beyond justthe

computer security arena currently mentioned.
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Chapter 5

The Guidelines

What is doctine? Simply this doctine is officially approved
prescriptions of the beg way to do a job. Doctrine is or should be,the
product of experence. Doctrine iswhat expeience hasshown usially
works best

—Maj Gen |.B.Holley
Of Saber Charges, Escort Fighters, and Spacecraft, The Search for Doctrine

The secaod draft of AFDD 5 addesseshe fundamertals ard relationships necessar
to conductinformation warfare. With the siggesed mprovements, the dacunment canbe
even cleaer ard more comprehensive. Howewer, the docunment provides virtualy no
guidarce on how to conduct information warfare. As prevousl stated, information
warfare incorporates many activities that are not new to military operations, including
such aeas as psychological operations, military decepton, electronic warfare,
counterintelligence, command and control, intelligence, reconnaissance and surveillance,
information secuity, communicaions secuity, computer secuity, operatons secuity,
pulic affairs, ard legal considerations. The dcctrine document deines and desribes
these aeas ot gives few guideines anl exanples s how to acualy conduct operations
in these aeas. Additionally, the dacument descibes the information warfare coordination
cell and its roles in Air Force, joint, and mutinational operations. However, it must

include guidarce an how to use nformation warfare throughout the enire spectum of
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military operations, from peaceto gerera war, how to actualy conduct an information
warfare canpagn, ard how the actvities relate to the overal effort of the sippated

commander-in-chief.

Information Warfare Campaign Planning

Draft AFDD 5 sates,“The JFACC naintains awaeress & anadwersary’s information
infrastructure, capabilities, and operations through an IW cell within the air operations
center (AOC) composed of IW planners and liaison pasonnel. A notiona IW cell may
include military decepion, PSYOP, information protect, intelligence, information atack
experts, courterinteligence, EW, ar operations, and other expertise deemed necessay.
The W cel dewelops W strategies anl mekes trget recanmendations as necessar.”*
The docunent does not provide aly sulstantive gudarce o how this should be
accomplished.

Interestingly, the diaft Jant Pub 3-13 includes a capter titled Information Opeiations
Orgarizaton. The critical information operations (10) orgarzaton is the IO cel. The
draft doctrine states,“A fully functional 10 cel is paamount to successfl 10. The IO cel
integratesthe broad range of patential 10 acions ard actvities that help cantribute to the
commander's desred erd state n an AOR or JOA The agarizatonal structure © plan
ard coordinate 10 should be suficiertly flexible to accanmodate a variety of plaming ard
operational circumstarces. This chapter focuseson how to organze © planto execue
10.”> Olviously, the Air Force nmay have considerabe represetation in the cel. The

pulication includes a digram to identify residert ard nonresdert members of a typical

joint 10 cel. The dagram includes he IO officer (J3), ard represematives from J2,J5, J6,
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J7, Public Affars, Staff Judge Alvocaie, counterintelligence, civil affairs, service
componerts, targeing, specal operations, information attack, specal techical operations,
electronic warfare, psychological operations, military decepion, operations secuity, ard
others suchas USSpace Cenmand ard Defense Information Systerrs Agercy.® This is
mentioned heae to how the patential robustness of conducting dfensve and ddensve
information warfare in a pint ard multinational ervironmert. Air Force represemation
will not be limited to an AOC unde the JFACC, as menitioned in the draft Air Force
doctrine.

The key point here is that information activities are not limited to the air and space
medium  Does the Air Force limit its paticipation solely to this medium or ultimate
effects in this medium? For exanple, suppcse the information warfare cel in the ar
operations certer is deweloping its targetlist. Based a the sated dyjectives anl strategies
deweloped Dr an opemation, a target may be to disrupt the actvities of an ereny
communicatons certer. This could be accamplished by either an air strike a an
information attack to ruin its software or sever its communications connectivity. In this
case,anaircraft sortie may not be required ard the nmears for conducting the information
attack is an Air Force specal operations team Therefore, to conduct this form of
wairfare, there is virtualy no interaction required with the ar tasking order plaming. The
conclusion here is that information warfare is atering the traditional lines of responsibility
for canpagn plaming ard new dructures ard relationships mugs be dewloped. The
information warfare cel under the Jont Force Ar Componert Commander ard the

information operations cel under the Jant Force Cammander are atempts to
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accanmodate the clarges leing lbrought alout as a resuk of information warfare
considerations.

Ore way to addess bhe issue © information warfare canpagn plaming is to
deermine the essetid elenerts of canpagn plaming ard use hem in whatever
orgarizaional structure is estblished to conduct actual information warfare operations.
In the 1996 Ar Command ard Saff College reseach paper Information \Warfare:
Planning the @mpaign, the reseachers concluded here ae five essetia functions
required to conduct aninformation warfare canpagn. suwey, assessgommand, control,
ard execue.* Surveyis the function to accunulate dat atout the gpponent’s information
system® Assesss the function to process ad aralyze he dak accunulated in the surey
step® Command is the function to conduct plaming ard detrmine cairses & acion.
Thisincludesmatching speciic information warfare ols © cerers of gravity idertified n
the assess s’ Control is the function that “analyzesreceied tasking orders, reades
asses, respandsto the threatard stuatona charges,ard reports the resulks back trough

»8

the chain of command.”® Execut is the function that includes loth faces o information

warfare, that is, information atack aml information protect The reseach paperidertifies
Six cakegaies o operations that canbe enployed b attack a defend information (agan,
many of these operational forms are not new in the military)

Psychological operationgJse of information to affect the enemy’s reasoning
Electronic warfare:Denies the enemy accurate information

Military deception: misleads the enemy about one’s capabilities or intentions
Physical destructionconverts stored energy to destructive power

Security measuregdenies information on military capabilities and intentions
Information attack: directly corrupts information without visibly charging the
physical entity within which it resides.

ok wnNnE
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Obvioudy, at the present time, the assets of the air, land, and sea components will be
enployedto execue the desied missons, but the cenralized paming of the information
warfare cel distributes the farget information to the respecive camponeris for
decentralized execution.

Another modd for developing an information warfare campagn is the joint air
operation plaming proces found in Joint Pub3-56.1, Command and @ntrol for Joint
Air Opertions The pubdescibes a 5phase phming process ¢perational environment
reseach, objecive deermination, strategy idertificaion, cerer(s) of gravty (COG)
identification, joint ar operations plan development) that culminates in a detalled air
operations plan'® In smilar fashion, a joint information warfare operation plan could be
deweloped anl thenexecuion would be conducted by the respecive warfighters from the
various components.

Finaly, there reeds o be a ink betweenAir Force nformation warfare paming ard
delberate ard crisis acion plaming. Sample amexes ard appicalle appenices sbuld be
deweloped to aid plamers in dewloping the informaton warfare canpagn ard
incorporated into Joint Operation Planning and Execution System (JOPES).

Overall, the daft Air Force nformation warfare dactrine document provides very
little guidarce on how to conductinformation warfare goerations within the Air Force aml
for joint and mutinational operations. This sgnficant shortcoming can be dramatically
improved by incorporating the essetias for successfl information warfare canpagn
plaming, from critical functions that appy to ewery information warfare canpagn to a

detailed canpagn plan with the assoiated trget list for execuion.  Additionally, this
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plaming must be integrated nto the exsting deiberate ard criss acton plaming

processes and the Joint Operations Planning and Execution System (JOPES).
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Chapter 6

Conclusion

Warfare in the information age caries us into unchated teritory. We
will find newoppotunities there, as well as danges that we will not
expect orfully undestand. The objectivesare not yet clearand the
problemswe do see will almog ceitainly change befre we can resolve
them. The beswe can do isto gay alett and fexible,equip ousslveswith
the bes technology w can muger, and go orward wth all the
capabilities and options that we can muster.

—John T. Correll,
Warfare in the Information Age
Air Force Magazine

Information warfare is rapidly mounting in sgnficance, both in the military, as a
whole, and the Air Force, in paticular. General Shalikashvili recenly concluded,
“Information Warfare (IW) has energed as a key joint warfighting missbon area. The
explosive proliferation of information-based technology sgnificantly impacts warfighting
across dl phases, the range of military operations, and all levels of war....When fully
developedard integrated, IW offers erormous patential to suppat our warfighters.”! In
order to fully exploit the potential of information warfare, the Air Force must pulish
information warfare doctrine assoon as pasble. This doctrine, at a mnimum, must be
comprehensive erough to explain fundanertal conceps ard ideas about information
warfare, ddine basic relationships within the Air Force and for joint and muitinational

operations, ard cleaty express guieines, based @ experierce, on how to conduct
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information warfare throughout the entire spectrum o military operations. As additional
expelierce is ganed in this area, the dcctrine can be updaed to incorporate \valualde
lessans leaned ard, therefore, keep pace wh the technological ard strategic charges
continuously emerging in the world.
By pubishing Air Force nformation warfare dactrine, a benchmark canbe esblished
to educage Air Force members alout the mle of ard mears for conducing information
warfare ard ako to ercourage dscusson for gererating usetll ideas ad canceps on how
to better condud information warfare throughout the entire spectrum o military
operations. In so daing, the Air Force cando its pat to help reduce he “fog” assaiated
with this subect By incorporating the siggesed recanmendations of this research into
the dficially pulished doctrine document, then Air Force nformation warfare doctrine
can and will be valuable to Air Force members in and for the near-term future.
In conclusion, this research pgper mekes the following recommendations to improve
the draft Air Force information warfare document.
Fundamental concepts and ideas about information warfare:
1. Distinguish betweeninformation operations ard information warfare, since he Air
Force will participate in military operations other than war

2. Expard the desaption of the information ervironmert that the Air Force
paticipates n, since t is exremnely reliant on the global information infrastructure
and the national information infrastructure

3. Descibe typical information warfare dojecives atthe stategic, operational, ard

tactical levels, since objectives drive strategies and, ultimately, execution

4. Incorporate suchareas as pysical secuity ard network managenent, including

their respecive definitions ard desciptions of their areas @ operations, since hese
areas are already intertwined with other information warfare considerations

Relationships defined within the Air Force and for joint and multinational operations,

providing the basis for organizing, training, equipping, employing, and sustaining forces:
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1. Include a dagram to idertify key Air Force nformation warfare arganzatons ard
their respective responsibilities (including such organizations as Air Staff,
information warfare centers, information warfare squadons, information warfare
cels under the joint force cammander ard joint force ar force componernt
commander, ard base retwork control certers), since Ar Force members needto
understand the argarnizaiona structure the Air Force usesd conduct information
warfare and where they can get support, if required

2. Include some addtional key orgarizatons that the Air Force nust work with to
conduct information warfare, since Air Force members canexpectto interact with
them at various times

3. Desciibe the rmeationships within ard between MAJCOMs in al areas of
information warfare, since tere is more to information warfare than just the
computer security arena currently emphasized

Guideines, based m experierce, since nuch of information warfare is not new, on
how to conduct information warfare throughout the entire spectrum of military operations:

1. Define the essetia functions required to conducta successt information warfare
canpagn, regardlessof the agarizatonal structure, since Air Force members wil
be expected to operate in a variety of information warfare environments

2. Devise a pocess ¢ dewelop a detiled information warfare canpaign planwith the
assaiated trget list for executon, since tis is the nmears for execuing the
objectives and strategies identified for any military operation

3. Integrate information warfare canpaign plaming into the exsting delberate ard
crisis action plaming processesrd incorporate it in the Jont Opeations Plaming
ard Execuion System (JOPES), since hese ag the processes A Force nmembers
use to plan for military operations.

Notes

! Joint Chiefs of Staff, Information Warfare, A Strategy br Peace...The Decisve
Edge in Way Preface.
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